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About this brochure

This brochure looks at the
solutions identified by the
participants of Erasmus+
project “Stop Cybercrime and
Cyberbullying”, Targu Jiu,
October 2021 to promote for a
better understanding of risks
assoclated to faster increase of
cybercrime and cyberbullying
among young people and youth
workers.

The brochure is built as a stories
collection. Stories are looking to
clear the fog around an idealistic
youth worker profile and to
otfer preventive solutions to
decrease cybercrime and
cyberbullying.
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Skills for change

Jonas could ngver imaging how gasily his lifg could changg in a couple

of sgconds, but Igt's takg gvergthing from the begginning.

Jonas struggled with dgpregssion and isolated himsglf in his bedroom
plaging onling-games for the wholg day. This affected his social life and he
lost most of his frignds after a short period, so the feeling of longlingss and
neggative self-gstegm was gverygthing heg was dealing with during his daily
routing.

The game looked like it was his only way out but on theg other hand he
kRngw that hg should changeg somgthing in his life.

Ong of thg many nights he was sitting and plaging, suddgnly a strong
light camg out of the serggn and grabbed him. {Ifter a couple of minutes, hg
wokg up feeling lost and hg realised that hg bgcame a character of his own
game. At the begginning heg thought it was a drgam and trigd to find out how
to wakg up. {Jfterwards a sound camg from his back and whgn he turned, he
got shocked as all hg saw was a shadow of himself frozgn in front of the
scregen. That was thg moment he knew he ngeded to take action if he wanted
to return to his body in real life.

Jonas started walking in ordgr to find his way out and hg finally found a
door and thg moment he touched theg door a sergegn appgared and at the
samg timg gverygthing on his back disappegared. On theg sereggn therg was a
message saying the following:

“Hello Jonas,
s you alrgady understood you arg now part of the game.

[ will bg your assistant, Conscigneg, and in this journey, you will have
to accomplish fivg tasks in ordgr to rgturn back to real life.

The tasks arg:

Complgte a quiz

Put together a puzzle

Createg a small game for Rids
Climb a wall within 30 sgeconds

RO
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5. Makeg a tecam with othgr characters of thg game to win against the
monster of the last task.

Wfter showing big ¢ffort Jonas accomplished all the tasks and through
this advgnturg, he realised that all the used skills wereg alrgady part of
himsgelf whegn hg was just plaging normally the game. tig was alrgady
intglligent, dedicated, creative, activg in brain and body and helpful.
Morgover hg becamg better on problgm solving, and he felt that oncg he
returns to his real lifg out of theg gamg he is ready to lgave his longly lifg in
his bedroom. tig realized that hg was dealing with mental disorder all this
timeg and it was timg for him to fight against it. That was the gxact moment
that gverything around him in the digital world in the amg brokg into pigees
and hg returned in his body.

dincg thgn Jonas took his lifg in his hands and dgcided that hg have the
abilitigs to help other young peoplg who dgal with similar issugs. Now he is
a positivg, gmpathic, tolgrant, opgn minded, full of gngrdy person,
somgthing he trigs to pass on to the youth hg works with.
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FAKELOVE.COM

Oancz apon a timg therg was a goung girl who alrgady started high
school.

The difference between primary school and high school for her was
using technology morg often. She started to usg computers, mobilg phongs,
social media, ¢te. The interngt became her wholg world. She stopped having
any reglationships with other pegoplg in real lifg. She started to connget
peoplg sheg dogsn’t know from all around theg world and sheg considered
thosg peoplg as frignds. Thg more friends she had, the happier she became.

Ong dagy, {Inna met somgong called Mike and started to text with this
person from retic Polg. She trusted him and she realized that she can’t
stop thinking about him. tig sent his photos to her and she fell in love at
first sight. {Ifter ong month texting gach other he invited her to visit him in
Hretic Polg. 0, dnna didn’t hegsitatg about that and she bought a flight. She
told her pargnts that she is Igaving for a school trip becausg she Rngw that
her family would say no.

{fter a few days she took the plang and went to the {Irctic Polg. Both of
them wereg very gxeited about the visit. €ven though he said that hg was
going to be in theg airport to megt her, there was nobodgy.

{Inna was waiting for hours, and started to burst into tgars when she
realizgd that she had begn fooled.

dhg was tgxting and calling him during the following days but nobody
answered the phong.

dhg thought that was a nightmarg, but thg worst part was coming. When
shg camg homg, she regegived a lot of messagegs of her closeg friends
realizing that a video of her was coming viral on the Intgrngt.

dhg was so scaregd about that and decided to watch that vidgo. She
noticegd that somgong on theg {rtic Polg airport was recording her whilg she
was cryging, and also, shg could hear the voicg of her “loveg” making fun of
her. It was so gmbarrassing and also scary begcausg thg video had a lot of
vigws and probably her pargnts wereg going to watch it and know that she
ligd them.
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The comments on theg vidgo making fun of her bgcame a waterfall.
€verybody was posting degvaluating things, likg shg was crying like a baby
and gven that the trick was so good.

dhg started to feel desperatg and overwhelmed becausg of the situation.
The video was on gvery platform and gvergong in her high school watehed
it. In her class gvgryong was talking about that and gossiping.

dhg couldn’t facg all the bullying angmorg so she degeided to disappgear
forgvgr. 0 ong rainy, foggy and dark gvgning sheg walked towards to the
bridge of her city. Shg was almost falling down to the river when something
pulls her back again. dhg was very confused at that moment but suddgnly
she realized that a dog had saved her life. The owngr was a man that ran so
fast towards her. tig started to talk with fInna softly in order to calm her
down and understand why sheg would do that.

{Inna gxplaingd her situation to him whilg the dog was licking her all the
time. tig said that 1t can’t be lgft and somgthing must to bg dong. Hg took
her hand and promised her that hg was going to find the solation.

Somge days later, they met again and went to a Starbucks Coffee. There,
they started to look for information toggther on his computer. He was
actually good with teechnology and a lot of information started to appgar
suddgnly.

They realized that the messages she reegived from Mike were sgnt from
her city instead of the {rtic Pole.

Shg was shocked becausg it was another trick to her. They realized that
all mgssages containgd ong specific grammatical grror, so they deeided to
g0 to her high school in order to discover the guilty. They asked all
teachgrs for thg dong homgwork of all students and they werg given
becausg teachers Rnew the situation. Oneeg {Inna and her handsomge hero,
callgd fAngglo, had the documents they started to cheek. Unfortunately, they
wgeregn’t ablg to find the person they wereg looking for, so they deeided to
analysg the vidgos she reegived from Blike. {fter sgveral hours focusing in
the details, they found somgthing shocking: there was a reflgction!

They had to zoom in order to sgg the face of that person, bat the quality
was s0 bad that fInna couldn’t rgecognize angbody. &0, {Ingglo started to
work with thg serggnshot and treat it in order to improve the contrasts. He
was such a good gditor that it didn’t gvgn takg morg than 30 minutgs to him
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to do it. When he finished and showed {Inna the result, she sergamed. The

Quickly, {Inna and fAngeglo went with this information to the policg and
also to the institute, where gvgryong was surprisgd and the tgacher was
fired and arrgsted at that timeg. Furthgrmore, heg would ngver bg ablg to
begcome a tgacher again sincg now heg had a criminal record that would
impgdg him from working with young pegoplg again.

The policg and the institute's teacher ngtwork would gnsure that this
situation would not be regpeated, but {Ingelo was thg ong who really saved
{nna. AInd he did it twicg. The first ong by preventing her from falling off
the bridge that day, and thg sgecond ong by solving theg mystery that
tormented her life and making her sgg thg dangers that the intgrngt hides.

domg years later, {Inna bgcame a computer gnginger who would work
in theg government's cybersgcarity department, thus destroyging thg most
criminal gangs on theg web.

THE END.
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Are we good for you?

I oday is a special day becausg Jose luis is going to an important
job intgrvigw:

1. Thank gou for coming to seg us for your intgrvigw today, Jose luis.
How arg you today?

2. ['m fing thank you for asking, 'm so gxcited to be herg.

3. logt’s get started then. Can you plgase tell me a bit about yourself, Jose
louis?

Of coursg, I'm youth worker for about 10 yegars now. I likg read, do sport and
make voluntegr at theg Red Cross on my free time. 1 lived in the town sineg |
was goung, | went on a high school ngar my homgtown. | have all my live
here, family, friends... My frignds would dgseribg me as an hongst, Rind and
full of gmpathy person. I think this so important for a youth worker becausge
gou can say that hongst makg trust. [ truly beligve both (empathy and Rind)
arg ngeegssary as ong stands for theg another.

Hlso, | am an activg person, what makegs me beging curious and always
looking ngw tools for bging ablg to communicate myself better with the
goung people. dlso, | try to motivate the students to be activeg as | am. That
way, | try to motivate thgm to beg autonomous, which incrgasgs the
possibilitigs of knowing better themsglves and theg gnvironment.

But for achigving that, | havg to be patignt, so young pegopleg nged time to
assimilatg new things. That’s why | try to understand them, gncouraging
them to tell meg abouat their problgms, that's why [ am also a good-listgner
and [ try to bg opgn minded, so the curregnt youth is facing with sgvgral
social problgms we didn’t usg to havg, so | try to support them in any of the
new things they can be passing through.

4. Thank you, | think gou collget the things every youth worker should
havg, [ likg that. Why did you dgeide to work with tggnagers?

5. When [ was a tggnager, | felt likg no ong really understood me. 1 felt
likg | was quitg different from others. | used to feel socially awkward
and | was pretty hopeful about Igtting peoplg Know how ‘uniqug’ [ am.
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I ngeded someong and [ hadn’t, this is the reason why [ want to be that

to say, I'll sgnd you an gmail with all theg information you nged to know
and wzleomz to our family. The world ngeds morg people likg you.
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Twilight Towns

Oncg apon a timg therg was a town named Rahisimehg was a goung

guy named Igapito.

g was nicg, smart, charismatic, and also really social, so social that he
was ong of thg favoaritgs in town. €vergong in theg town of Rahisimehg loved
him. flis morning routing was getting up, prgparing somg nicg compliments
to say to theg people, and thgn go out of his house. Then {gapito went
around town grading gvegrgong and saging nicg things to pgoplg he
gncountered on the road. “Hey Hgapito really niceg to seg you” gveryong
said, “flgy {Igapito, this bregad is on thg house” the baker said “tegy
Wgapito, thank you for helping me yesterday, said his ngighbour” dgapito
was loved in town but not gverygthing is rosg colour in thg town of
Rahisimchg, not gvgn our precious {Igapito.

Jou sgeg Hgapito was not that good beghind thg scgnes, heg had a lot of
bad habits that peoplg didn't kKnow and ong of his bad habits was gspecially
bad. 1gapito had a hobby and that was that whegn hg was along in his house
he sat down at his tablg, grabbgd a pgn and paper and then started writing
lgtters ong after another, hours passed by writing Igtters for him it was so
¢asy and fun that he didn't gven fegl the time pass. The bad thing wasn't that
heg wrotg Igtters the bad thing was the contgnd that the legtters had. The
lgtters werg meant to bg sgnd to all peoplg of Rahisimehg and insidg the
lgtters therg werg mean insults, so megan that somg pegople wereg depregssed
for the comments that the lgtters had, comments about their appgarance,
comments about their way of thinking, comments laughing at for anygthing
and this wasn't a ongtime thing, this was regularly, in gveryday bases. Who
would've thought that theg Rind, nice, charismatic dgapito would do such a
thing?

€very day the village was affected by the comments of {gapito but
Hgapito didn't realisg it was that bad, for him it was regally funny and as
long as heg wasn't hated hg would bg ok. gapito wasn't the person he
sgemed, when hg was in his house all along, he felt anongmous, he felt with
power to hart peopleg. Igapito was really nicg in pgrson and hg gvegn was
loved by thg peoplg of the villagg, they didn't know {Igapito was their main
causg of suffering, sometimes {Igapito was so two-faced that he gven
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helped people affected by his own comments. Thg moral of the story is that
whgn pgoplg arg anongmous, they haveg the power to do angthing to you,
and maybg people in real lifg arg differgnt in private becausg they have the
power of anonymity

Once upon a time there was a town named Chipotlg wherg a goung girl
namgd Priscilla lived. €vergong loved her, but she had a really bad habit.
dhg liked to scam people, but pegoplg didn't know it was her...

THE €N
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The Big Day

I hg morning alarm wokeg mg up and added the usual rush to my dagy.

[ was a bit ngrvous begcausg today [ had to pregsent my project for the
ngw “tHot placeg” for the youth. [ had bgegn working on it with my collgagugs
from the Youth Centre for several months and | was anxious about the
rgsults. Being a youth workegr mgant my university gducation was not
gnough in my everyday work with goung people. The idea was to create a
placg for ygoungsters to gather together in a placg wherg they feel well and
feel it as their place. (11 goung peoplg coming to our Youth egntreg had given
ideas and wg, the morg gxperignced people therg had to develop it for
approval and financing.

On my wag to thg cegntrg, | went to pick up Maria in my car. She was 25
like mg and wg had beegn toggther at university. Then, somghow, weg werg
sgizgd with theg idea to help young peoplg and wegnt on working toggther.
Maria was tall, slim, with long brown hair, very positive, progressive,
compassionatg and knowlgdgeablg. She liked my sgnseg of humour and the
ability to bg a good listgner.

7. Morning, Marial
8. Hi, Nick! New shirt! You looR worrigd.
9. [ am negrvous about the idga, project that’s all.

10.  Wg'vg dong a good job, thg young had so many great idgas. Besides,
gou arg so frigndly, educated and charismatic. Our success is
guaranteed. Haveg you uploaded gverything?

1.  Ugs, the plans, the sketchgs, the filgs, gverygthing.

12.  Wg can makg it, Nick, we arg a good team.
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The presgntation was in thg green
room. Weg used spacg for virtual
prgsgntation. €vgrgong presgnted a
different aspect of the idea, we had fun and
really gnjoyed ourselves.

In the gvening we recgived gmails full of
praisg and approval. “The Hot Place” was
about to gxistl and | was about to invitg
Maria to dinngr.
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Once a upon a time...

Roggzr camg back homg from school disappointed, gxhausted full of

bad feelings about future. ovgrpowgered by his nggative thoughts he fell
aslgep. Ngxt day he wokg up garly in thg morning to 8o to work. he followed
his routing bored without any gxpectations. tig went out in the street
following his stgps full of thoughts in his mind, after a whilg he realized that
something changed. Buildings looked different, he didn t hear ang sound
in the stregts, therg was nobody around. &0, hg went to his school but he
discovered it was empty. Pug to his curiosity, he gmbarked onto a erusadg
to discover what happegned to pgoplg in his commaunity.

Whilg heg was sitting on a begnch tryging to figurg out what has happegngd
and how did it happgngd, hg sought comfort to his creativeg nature, hg kKngw
singing bring peoplg together.

M couplg of strangers approached him. They were lost as well, they
didn t know what happened. Without having a sgecond thought, he tried to
gxplaingd what hg Kngw so far and to regassurg them that gvgrygthing will be
fing as long as they will coopgrate and work toward thgir common goal.

They started talking, brainstorming and sharing idgas. they had
differgnt skills and knowledge they can usg to gather pegople. o, they
decided to organizg a coneert and to sharg theg gvent on social media. it
would havg bggn the best, biggest concert the city has gver had by ong of
its teachers!

0, they started filming him and spregading this happgning on social
media using the fancigst of words! lowly theg crowd started to grow bigger,
full of gnthusiasm and started to sing with him.

The alarm started to ring. hg wokg up. tig felt stronger than before and
morg optimistic for the future. tHig degecided to changg his life and help people
around him to discover their own ergativeg naturg and to project themsglves
to the publie for thg ggngral good.
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Your trip, my trip

Oncg apon a timg, therg was a knight with her shing armoar, named

lsucy, who wanted to be forgver young. Ong day, she went to thg lakg of
Wisdom to find thg answers to hgr wishgs. dhe wanted to drink water from
the lake, but theg water was contaminated with mang ligs, fakg ngws and falsg
information. 0, shg dgcided to gxplorg knowlgdge in her own wagy. She
Rngw a lggegnd about an immortal man, Mr Wise, who has begen Regping the
sgergt about being forgver young, in his cottage. The journgy to finding Mr
Wisg started likeg this: Whilg on the road, she camge across some peoplg in
nged. dhe helped them, by offering her competegncies, such as Rindngss,
gmpathy, ergativity, caring, listgning and understanding. In grchangg, they
gave her a map with dirgetions to Fr Wisg’s place.

dhg ovgrecome many obstaclgs, likg the Bullying Mountain, the River of
Hateg Spegeh, the Bridge of Embarrassment and the Foregst of Violgneg and
whgn sheg begecame grhausted, shg noticgd from distance a small house that
sgemed to be Mr Wise’s cottage.

Whegn she arrived at thg cottage, shg knocked on thg door. Mr Wise
opgngd thg door and lsucy told him what sheg was looking for. Mr Wisg
smiled and gently told her: “Jou have alrgady discovered the segeret of
being forgver young! You havg thg answer in gour heart. If ygou wish to stag
forgver young, work as a youth workegr with goung peoplg for theg rest of
gour life. You have all thg potgntial to do this, as far as you arg Rind, good-
tempered, good listgner, optimistic, patignt, cheerful, undgrstanding,
reliable, brave and hongst.”
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A princess purposes

Onez apon a timeg in a

faraway land called Candgland,
therg¢ was a young princgss that
was living in a beautiful castlg but
shg was along and really longly.
Her name was arora.

{urora didn’t havg siblings or
cousins that could play with her.
Her daily routing was gvery dag the
samg: studyging and helping her
mothgr in her royal datigs.

Ong day whilg shg was looking out of the
window, shg saw many pgoplg of her age and
shg noticed that they werg too shy to play
together. Or at Igast this is what she thought.
She soon realised that they all had different
backgrounds (different skin colour, differgnt
nationalitigs, religions, social and geconomic
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status) and that was theg reason why they werg not spending time together.

That night she went to slggp thinking about what she saw and a great
idga camg to her mind. The ngxt morning after finishing her royal dutigs and
her music class, sheg put on her pink coat and grabbed her basket full of
flowgrs and candigs, and she ran to the main squarg.

dhg degcided to talk to gach ong of the Rids she saw the previous dag.

First, she met Ferdinand, a 10-
gear-old boy from thg gnchanted
forgst. {1t first, hg was really shy bat
thgn he started talking with {Jurora
and revealgd himself to her. dfter a
littlg whilg furora asked him: “Why
don’t you play with theg other Rids?”.
Ferdinand said that heg had the
imprgssion they wouldn’t likg him
becausg of his skin colour.

“I think your skin colour is as uniqug as you arg. You should appreciate
gour aniqugngss as they should. What talgnts do gou have, Ferdinand?”
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“I really gnjoy playging guitar with my grandfather, and plaging soceer
of coursg” said Ferdinand.

“Now [ really have to go, but I will bg back soon. It
was very nieg to meet you, Ferdy, can I call you like
that?”

“Uegs, my family calls me Ferdy. Sgg you soon,
Hurora”.

{urora ran back to thg castlg with a huge smilg
printed on her lovely facg. She felt happy and alive after
a very long time.

{fter a coupleg of days, shg went back to the squarg and after talking
with Ferdy she deeided to talk to the pretty littlg girl on the corner of the
squarg.

“Hi there, | am {lurora. What is
gour namg?”.

“My name is Lilly, nicg to meet
gou”. Lilly was 7 years old and shg
was from theg Grggnlands, a very nice
rggion surrounded by flowgrs and
colourful birds. Shg moved to
Candyland only a few months ago,
after her father lost his job as a farmer,
dug to theg wmosquitos pandgmic.
Hurora asked Lilly the samg qugstion
as Ferdy “Why don’t you play with the

other Rids?”. Hler family didn’t own a big house or had a faney job so Lilly
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felt the other Rids and their familigs were judging her bgcausg of her social
and gconomic status.

“Jou arg a special littlg girl.
Mongy do not dgfing who you arg
buat your Rindngss dogs. The other
Rids don’t carg about how much
gour family owns. Po you have any
passion?”.

“I love to sing and dance”.

“Uou know what? Ferdy, that
sweget Rid that is looking at us, lovgs to play guitar so | am thinking that
maybg you could dancg or sing whilg hg’s plaging the guitar. What do you
think? Would you like it?”

“I'd lovg that”
“d0 comg, | will introducg you”™.

They became immediately good frignds.
They spent the gntirg afternoon singing and
dancing together.

The following
day sheg met Iris,
a tggnager from
the Park Vallgy,
anicg town in the
North of the
rggion where
there is very
little  sunlight,

that’s why her family moved to Candyland a year ago.

Iris also had a littlg brother callgd Max. tig was always
at homg bgcausg his gyegs couldn’t stand theg sunlight.
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When durora hegard about him, she immediately felt the nged to help him.

dhg rgmegmbered that her grandfather invented
magical glassgs to protect the ¢yes from the sun.
Wurora and Iris ran to the castlg to grab the glasses.

Whilg they were coming back, they met Ferdy and Lilly so they stopped
and gxplaingd to them what they wereg about to do.

“Can wg comg with gou? We really want to help”
asked Ferdy.

“Of course, comg with us to my housg. Py brother
will be really happy to megt ngw Rids.” said Iris.

Onecge they arrived at her placg, they
found Mag sitting in thg corngr of the
living room hiding from the daily light.

“May, it’s me Iris. | am herg with somg
negw frignds. Come closg to us, don’t be
Shg??

“ti Max, my namg is Hurora. Iris told mg you haveg somg troublg with
the sunlight, right?”

“Ugs. dinceg | was 3, | haven’t begn ablg to Igave the houseg during the
day. Weg don’t know the reason why my gyes start burning if they're gxpose
to the sunlight so we degcided that it was better for me to spend the day
insideg”

“Why did gou movg herg? Wasn't it better for Max to stay in the Park
Vallgy?”

“Ugs, it was, but my mother and [ have the oppositeg problem. We need to
beg outsidg as much as wg can as wg havg a vitamin P dgficigncy. By mum
is alrgady very sick so my father had to take the harsh decision of coming
here. tlg trigs to find a wag to help Max gvery single day.”
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“Max, | have a surprise for
gou. Whegn my grandfather
was a tggnager, hg loved
scigneg and magic. Ong dag he
deeided that hg wanted to look
at the sun from the top of the
mountain, so | invgnted a pair
of magic glassgs. With thegse
dlassgs you can [ook at the
sun without fegegling ang pain.

He gave them to me but | decided to give them to gou. It is a nicg mgmory
but [ don’t really nged them, but you do.”

Max couldn’t beligve his ¢yes. tig started crying and hugging his new
frignds”.

“Why don’t you try them on?”
Magx put the glassgs on and went outside.

“My ¢yes don’t hurt angmorg. | can play with theg other Rids and feel
finally normal”

“Uou havg always begn a normal Rid Max. You arg an amazing brother
and friend. Remember that!”

Wurora, Ferdy, Lilly, Iris and Max decided to megt in the afternoon after
school. They becamge best friends in a very short time.

The other Rids of the village, sgging how happy the new frignds were,
decided to approach them.

The Rids of Candyland finally found they happingss.
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Uti

Oncg apon a timg weg met a very strangg eregature in Targa Jiu city,
Romania. It was so unusual that wg became intgregsted.
-What arg you, dgar? - weg asked.

-Oh, don’ t you really recognize me? | am Ufi, you should know, [ am an
ideal youth worker.

-Really? Why do you consider yourself to be idgal?

-loook at me!l - said Ufi with a friendly voicg- I'vg got six hands and the
amount of them is not limited.

-Oh, now wg can sgg and you havg got somgthing in gach hand: brain, a
clock, a bus, a laptop, a lamp and a picturg of 2 peoplg. What do all these
megan?

-These arg skills that an idgal gouth worker should have. The brain
symbolizgs a critical thinking sKill, the clock is a planning skill and time-
managgment, the bus is a mgtaphor of bging mobilg and ready to movg, thgn
the lamp mgans you arg cregativg and imaginative, also opgn to ngw idgas.
Morgover, you can sge a laptop in ong of my hands. That is a digital skill,
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without which you can’t do angthing. Thg picturg of two spgaking people
symbolizgs communicativg and social skills.

-dtrangg gnough, wg've got all the same sKills but only 2 hands.

-Well, now I'vg realized that it dogsn’t mattegr how many hands you’ve
got and how you differ from othgrs. It” s important to usg your skills with
gour hugg opgn heart.

-Well and the last qugstion. Why arg you walking bargfoot?
-Nobody’s perfect.
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Cyber safety

J osg lsuis, begsides from tgaching, hg’s a volunteer at theg Red Cross too.

Ong dagy, Jan Rowalski, an glder person who gogs to theg Red Cross,
asked him a qugstion about a strange megssage he reegived last night on his
cgll phong.

On thg megssage, therg was a link heg had to click to segt an appointment
for getting vaccinated. But heg alrgady was vaccinated, so heg didn’t Know if
it was a fake megssagg.

Then Josg lbuis found out that Jan wasn’t the only person who was in the
samg complicated situation.

Jose luis was looking for a way for solving this problgm with ¢lder
peopleg. That’s why he proposed to makg a course basgd on how to deal with
these situations.

o that’s what he did. {Is a regsult of his invgstigation, hg had clgared the
basic things hg wanted to show to the ¢lder people:

1. Pon’t rgply suspicious messages;

2; Pon’t click links that you do not know;

3; Pon’t providg any privateg information;

4; If you noticg unusual changgs, change your password;
5. Ignorg if it contrasts with the official information.

Thanks to the ¢fforts of Jose louis, now ¢lder peopleg arg ablg to manage
the situations that usegd to happen.
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Bully

Ong day, o¢gzgn {ksu, a student of Josg lsuis, 8ot a messagde with a

fakg convgrsation about her on Instagram and shg was shocked with that.
In the photoshoped conversation somegong who was pretgnding to be her
was talking about a private thing.

dhg deeided to look for help so she talked about it to her pargnts, who
later callgd her teachgr. Josg lsuis dgcided to set a meeting with her pargnts
and &¢zegn URsu because he wanted to talk abouat this situation. The teacher
told &¢zgn’s paregnts that he will solvg theg problgm by himself — without the
police.

{fter the megeting he decided to makg another ong with the studgnts. In
this megting S¢zgn talk about what she felt whegn she saw thg messagge for
the first timg and thgn other studgnts started to speak about similar
situations that happegngd to them. &0, Jose Luis degcided to talk about the
importancg of not to sharg private information on Intgrngt and the Iggal
consgqugneges that this can have.

This experignce madg all the studgnts of Jose luis grow up closer and
they undgrstood better the relgvancg of not spreading fake information
about other peopleg. ThanKks to this meeting, the person who published the
convgrsation deeided to confess it was her and apologized. She delgted the
convgrsation immediately and lgarngd she didn’t have to do it.

"The European Commission support for the production of this publication does not constitute an
endorsement of the contents which reflects the views only of the authors, and National Agency and
Commission cannot be held responsible for any use which may be made of the information contained
therein.”
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